TrueCrypt

Free open-source disk encryption software for Windows Vista/XP, Mac OS X,
and Linux

Beginner's Tutorial
How to Create and Use a TrueCrypt Container

This tutorial contains step-by-step instructions on how to create, mount, and use a
TrueCrypt volume.

Step 1:
If you have not done so, download and install TrueCrypt. Then launch TrueCrypt by
double-clicking the file TrueCrypt.exe or by clicking the TrueCrypt shortcut in your

Windows Start menu.

Step 2:
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The main TrueCrypt window should appear. Select a drive letter from the list. Click
Create Volume (marked with a red rectangle for clarity).



Step 3:
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TrueCrypt Volume Creation Wizard

{* Create an encrypted file container

Creates a virtual encrivpted disk within a File, Recommended For
inexperienced users,

Mare informakion

" Encrypt a non-system partition/drive

Encrypts a non-syskem partition on any internal or external
drive {e.q. a Flash drive). Optionally, creates a hidden volume.

i Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. &nyone
who wanks ko gain access and use the system, read and write
files, ete., will need to enter the correct passward each time
before Windows boots, Optionally, creates a hidden system,
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The TrueCrypt Volume Creation Wizard window should appear.

In this step you need to choose where you wish the TrueCrypt volume to be created. A
TrueCrypt volume can reside in a file, which is also called container, in a partition or
drive. In this tutorial, we will choose the first option and create a TrueCrypt volume

within a file.

As the option is selected by default, you can just click Next.

Note: In the following steps the screenshots will show only the right-hand part of the

Wizard window.




Step 4:

Volume Type

¥ standard TrueCrypt volume

Select this option if wou want to create a normal TrueCrypk
valume,

" Hidden TrueCrypt volume

It may happen that wou are Forced by somebody to reveal the
passwiord to an encrypted volume, There are many situations
where vou cannot refuse to reveal the password (For example,
due ko extortion). Using a so-called hidden wolume allows you ko
solve such situations without revealing the password to your
wolume,

Maore information abouk hidden volumes
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In this step you need to choose whether to create a standard or hidden TrueCrypt
volume. In this tutorial, we will choose the former option and create a standard
TrueCrypt volume.

As the option is selected by default, you can just click Next.

Step 5:

Volume Location
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& TrueCrypt volume can reside in a file (called TrueCrypt conkainer],
which can reside on a hard disk, on a USE flash drive, etc. &
TrueCrypt container is jusk like any normal file (it can be, for
example, moved, copied and deleted as any normal file), Click
'Select File' ko choose a filename For the conkainer and to select the
|ocation where wou wish the container to be created.

WRBRMING: IF vou seleck an existing file, TrueCrypk will MOT encrypk
it; the file be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (later
on) by mowing them ko the TrueCrypt container that you are about
ko create now,
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In this step you have to specify where you wish the TrueCrypt volume (file container) to
be created. Note that a TrueCrypt container is just like any normal file. It can be moved,
copied and deleted as any normal file. It also needs a filename, which you will choose in
the next step.

Click Select File.

The standard Windows file selector should appear (while the window of the TrueCrypt
Volume Creation Wizard remains open in the background).
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Where it says My Documents, click on the dropdown menu and select your memory stick
drive letter. The filename of the volume (container) will be My Volume (as can be seen in
the screenshot above) for example. You may, of course, choose any other filename. Note
that the file My Volume does not exist yet — TrueCrypt will create it.

IMPORTANT: Note that TrueCrypt will not encrypt any existing files. If you
select an existing file, it will be overwritten and replaced by the newly created
volume (so the overwritten file will be lost, not encrypted). You will be able to
encrypt existing files (later on) by moving them to the TrueCrypt volume that
we are creating now.

Select the desired path (where you wish the container to be created) in the file selector.
Type the desired container filename in the File name box.

Click Save.

The file selector window should disappear.

In the following steps, we will return to the TrueCrypt Volume Creation Wizard.



Step 7

TrueCrypt Volume Creation Wizard =]

Encryption Options

~Encryption Algorithm

- Test I

FIPS-approved dpher (Rijndael, published in 1998) that may be
used by U.5. government departments and agencies to protect
dassified information up to the Top Secret level, 256-hit key,
128-bit block, 14 rounds (AE5-256). Mode of operation is XT5.

Maore information on AES Benchmark I

—Hash Algorithm
IR.IPEMD-lED ;i Information on hash algorithms
Help | | < Back I Mext = I Cancel

If you leave the settings on the Encryption Options as default

Step 8

TrueCrypt Volume Creation Wizard =" O

Volume Size

[ C KB CMBE cB

Free space on drive G:\ is 1.88 GB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter wil
spedify its maximum possible size,

Mote that the minimum possible size of a FAT volume is 275 KB,
The minimum possible size of an NTFS volume is 2829 KB,
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Here you can set how much of the Memory Stick you would like to be an encrypted area.




Step 9
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Volume Password
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[T Use keyfiles
[ Display password

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth, It should not be easy to
guess, A good password is a random combination of upper and lower
case letters, numbers, and spedial characters, suchas @ ~=5* +
etc, We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64
characters.
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Here you can set the password to your encrypted area.

Step 10
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Volume Format
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IMPORTANT: Move your mouse as randomly as possible within this
window, The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys, Then
click Format to create the volume.
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Leave the default settings in place and click Format. Note: You will lose any data on
the memory stick when you click on format so please make sure you have
backed up any items you wish to keep.



