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education and microtechnology unit

Using the ‘Prefect’ Internet
Proxy Server
Management Tools



The Prefect Management system is installed on
Sandwell LEA Internet Proxy servers. To use it you
require a correctly configured computer with
Netscape Navigator or Microsoft Internet Explorer 3.02
or better.

The proxy server configuration and the management tools were
developed by Keith Chandler, EMU and Roy Barnard, Sandwell MBC IT
Division.
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Ethical Internet Access

The Prefect Management system is installed on your Linux Proxy server

controlling access to the Internet. Access to web resources is restricted by

three data files, allow.txt, deny.txt and userpass.txt. These files, which contain

website names, are used as the “rules” governing whether or not a user can

load a web resource. This is achieved in the following way:

¢ Anyone can have any resource from a website listed in the allow list

e No one can have anything from a website listed in the deny list

e Users requiring resources from websites that are not in the allow or deny
lists must supply a valid username and password.

The management system allows you to modify these files, and to view where
users are obtaining their Internet resources. Websites can be added to allow
and deny lists, users and passwords can be set up to give staff fuller access
to the web.

It must be noted, however, that the Internet is a volatile system with new

areas being added and changed every day. To attempt to keep up is an

immense job. It is recommended therefore that the technological approach to

access restriction should be complemented by a pastoral system, where:

e students and parents sign up to an acceptable use policy before they are
allowed to access the Internet,

e students are made aware (possibly by creating an example) that they are
being closely monitored.

Other issues to be considered include email services, many of which allow
advertisements, and for “opportunistic’ contacts that may lead to bullying or
worse. Only a small number provide security and monitoring systems that are
essential for student access.

Readers should consult EMU or the Advisory Service for help with developing
an Acceptable Internet Use policy. Model use policies can be found at the
following websites:

www.acitt.org.uk/aup.html
www.bcs.org.uk/iap.html
www.naace.org.uk
www.becta.org.uk
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Starting the Prefect Management System

Load Internet Explorer, then in the
address bar enter your proxy

a about:blank - Microsoft Internet Explorer

File Edit Wiew Favorites  Tools  Help

server’s ip address: this will be

172.18.n.9 (phone EMU if you wBack + = - ) (4] 4| Qoearch [EFavorites

don’t know n should be) Address

http: i 72, 18.n00.9:2000]

-
—

Click on any “click here to
continue” buttons that you are
offered.

The authentication dialogue for the
management system is different to the
authentication for web pages: the resource
name (see example) says
Prefect_Management: this helps you to
see what you are logging on to.

The user name for the Management
system is manager. You will have been
told the password, and will be able to
change this later.

Enter Network Password

? Fleaze type your uzer name and password.
Site: 17218.79

Realm tanager Login

User Mame I

Paszsward I

[T Save thiz pazsword in your password list

o]

Cancel

GaFavortes Gmeda ([ B~ 3 W - 2

=
s [@pisre o

2000/cg-binfindex:

Having authenticated yourself, you
will be presented with the

RedHat Prefect Management Tool

Access log Website lists User list Manage lists Backup/Restore Other tools

ERIE
=

management system home page,
as shown.

You can now access the tools
using the menus across the top of
the screen, and the menus on the
sub pages.

‘Welcome to the RedHat Prefect Management Tool !
Click on a link at the top of this window.

These pages are hest viewed in an 800x600 mode
‘This management inferface was created by

B

Development by EMU and SMBC Network Services

Unauthorised access is prohibited.
Runing under RedHat version 7.3, management interface 4.0

NIIKH

[ Localintranet
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The Access List

icrosoft Internet Explorer

Fle Edt Vew Favorkes Took Help |

The access list is e e e . lil
obtained from the e [T 72 57 55 Ui EFCIES
Access log button on RedHat Prefect Management Tool
the toolbar down the Access log Webte s User st Manag ists BaclapRestoe Otherfols
left side of the il

172.16.7.141 http://wvy.mandp. co.uk/netalogus/photos/smeall/ SO0S60. gif

be possible to e e — .

determine who was == —
looking on the web for what, and if necessary, steps could be taken to counsel
the individual concerned...

172.18.7.141 http://ad.uk.tangozebra.com/a/at/a/3943/14,/9367,;0.24434122955857147
SCreen 172.18.7.121 http://ad.uk.tangozebra. con/track. git
- 172.18.7.141 htrp://ad.uk.cangozebra.com/a/at/v/3943/14/9367;0.55937613494973747
172.15.7.141 htep://wwy.men.co.uk/vebinclude/ inages/msndux/ stock-dn.git
172.18.7.141 http://ad.uk.tangozebra.con/00003943/ad_wsnuk. js?
172.18.7.141 http://ad.uk.tangozebra.com/a/aj/s/3943/14;0.55937613494973747
172.18.7.55 http://connectionassistant.3com.com/mors/worsery
The access log tells | =ieie o mamais i
172.18.7.141 htep://wov.men.co.wk/
you What pages 172.18.7.141 http://wsn.tonchelarity.con/c?
172.18.7.141 http:/fc.msn.co.ukic.gif?
172.18.7.55 http://connectionassistant.3com.com/mors/worsery
have been 172.18.7.141 htep://wwy.sandwellves.con’
172.18.7.55 http://connectionassistant.oom. com/mots/motsery
172.15.7.55 http://connsctionassistant.3com. com/mots/motssry
accessed and by 172.16.7.55 http://connectionassistant.3com.com/mots/motsery
I 172.18.7.55 http://connectionassistant.3com.com/mots/motsery
. 172.18.7.55 htep://connectionassistant.3com.com/wots/wotsery
which computers, 172115.7.55. heop//aounectionacs1otans: S5 onfuote/motaers
172.16.7.141 hep://wwy.mandp. co.uk/necalogus/ photos/mediun/ 501007, pg
h t' 172.18.7.141 http://wwy.mandp.co.uk/product Info.aspx?
and at what time. 73.10.7.191  bocas/wvr a0, e acea Lo hores a1/ 1515, 312
. . 172.18.7.141 htep://wwy.mandp. co.uk/necalogus/ photos/small/ 533168, git
From thIS It Should 172.15.7.141 hetp://woy.mandp. co.uk/necalogue/ photos/snall/ 501007, gif
172.16.7.141 htep://wwy.mandp.co.uk/necalogus/photos/snall/ 500950, gif
-

B Local intranet

The access log has two other views:

® continuous view, useful if you leave the log running (on a secure system)
and keep an eye on it during the day.

Fle Edt Wew Favortes Tools e
GBack » = - (D (2] A | Dsearch (EiFavories Fiveda (F | Fy

® verbose view, giving /@i i 3 o e
workstation, Iogged RedHat Prefect Management Tool
on user, date and Asses Lo Wi s Ui b Mt s Bl s i o
time the resource . et St Beiead S
was requested. z

5
'
'

[18/du1/2005:14:32:31 40100] "GET hrep://wwy.emu.org. uk/Menusystew/ Irages/broadband over.jpg HTTP/1.0" 304
172 - - [18/Jul/200 131 401001 "GET htp://www.emu.org. wk/ MenuSysten/ Tnagea/ services20agreements_over., ipy HTT
172 - - [16/dul/200 131 40100] "GET hrep://www.emu.org. uk/MenuSysten/ Tnages/ Calllogging SUB/calllogging over.

e

7-

72
172.18.7.172 - - [18/Jul/200 :30 +0100] nttp:/fwww. emu.ory. uk/ MenuSysten/ Irages/ EN$20STarts 20Areas200ver . g HTT
172.18.7.172 - - [18/Iul/200, 30 +0100] http:// www. e, org. wk/ MenuSysten/ Tnages/ technicals20over . jpg HTTP/1.0" 30
172.18.7.172 - - [18/dul/200 30 +0100] ntep://www. emu. org. uk/ MenuSysten/ Irages/ Curr iculuns 200ver . Jpg HTTR/1.07 3
172.18.7.172 - - [18/Jul/200 130 +0100] http://www. enu.org. wi/Nevlrages/ readnore . Jpg HTTE/1.0" 304 382 TCP_REFRES
172.18.7.172 - - [18/Jul/2005: 30 +0100] http://www. emu.org. wk/Neulnages/ latest . jpg HTTP/1.0" 304 382 TCP_REFRESH
172.18.7.172 - - 30 +0100] ntep://www. emu.ory. uk/NeuInages/chris. jpg BTTP/1.07 304 381 TCP_REFRESH E
172.18.7.172 - - 30 +0100] http://www. enu.org. wi/Nevlnages/ ve leowe . Jpg HTTP/1.0" 304 382 TCP_REFRESE
172.48.7.172 - - [1&/Iul/2005: 30 +0100] http://www. emu.org. wi/NeuInages/ enuinteract ive . jpg BTTP/1.0" 304 382 TCP_
172.18.7.172 - - [18/Jul/200 :30 +0100] nttp:/{wwy. emu. ory. uk/ MenuSysten/ Irages/ ENU*20Starss 204rea. pg KTTR/1.07
172.18.7.172 - - [18/Iul/200, 30 +0100] hEtD:/ /. en . org. W/ MenuSysten/ Tnages/broadoand_up. jpg HTTP/1.0" 304 3€
172.48.7.172 - - [18/Iul/200 30 +0100] http://www. emu. org. uk/ MenuSysten/ Inages/ Cal lLogging,_SUE/calllogging up. if
172.18.7.172 - - [18/Jul/200 :30 +0100] T http:/fwww.emu.ory. uk/ MenuSysten/ Irages/ services 20agresments_up.ipg HTTR/
172.18.7.172 - - [18/Iul/200, 30 +0100] http://www. emu. org. wi/Neulnages/ Sidebar. gif HTTP/1.0” 304 381 TCP_REFRESE
172.18.7.172 - - [18/dul/200 30 +0100] nttp://www. emu.org. uk/ MenuSysten/ Irages/ technicals20UF . Jpg HTTF/1.07 304
172.18.7.172 - - [18/Jul/2005:14:32:30 +0100] RTTp://wwy.enu.org. wk/ MenuSysten/ Inages/ Curr iculwr;20UP. jpg HTTP/1.0" 304
172.18.7.172 - - [18/Iul/200, 30 +0100] http:// www. e, org. wk/ MenuSysten/ Tnages/ Hone . pg HTTP/1.07 304 383 TCP_RE
172.18.7.172 - - [18/dul/200 30 +0100] ntep://www. emu.org. uk/ MenuSysten/ Irages/ subt it lehar . Jpg HTTR/1.0” 304 382
172.18.7.172 - - [18/Jul/200 129 +0100] http://uwy. en. org. wk/ MenuSysten/ Inages/ titlebar., Jpg HTTP/1.0" 304 383 TC
172.48.7.172 - - [18/Iul/200 123 +0100] http://wew.emu.org.uk/ HTTP/1.0" 304 225 TCP_IMS HIT:NGNE
172.18.7.58 - - [18/Jul/2008 z:28 +0100] nttp:/{connectionsssistant.3con. com/mots/motsery HTTR/1.07 200 423 TCP_MI
172.18.7.172 - - [18/Iul/200, 127 +0100] hTtp://Unw. noMinet . net/inages/customer_fag.gif HTTP/1.07 O O TCP_NISS:NOK
172.48.7.172 - - [18/Iul/2005:14:32:27 +0100] http://www.nominet.net/inages/sitemap?.gif HTTP/1.0" 0 0 TCP_MISS:NCNE
172.18.7.172 - - [18/Jul/200 26 +0100]

£95 _ L [1R/Tm1490NE-14-99-9& antnnd S

Rttp://wwy. nominet.net/inages/red go.gif HTTP/1.07 0 0O TCP_NISS:NONE

L e
B i Tt T

b ~EE WTTD/A AW A D TAD MTES .M
»
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The access log can get very long very quickly. You may need to archive the
log rather than deleting it so that you can refer back to any previous
misdemeanours. Click the Download log file button at the top of the screen.
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The Allow and Deny lists

The allow and deny lists govern what Internet resources can be accessed by
users of your network.

2} http://172.18.7.9:2000 /cgi-

lists?deny.tut - Microsoft Internet Explorer P[]
Bl Edt vew  Favr E
depak - = - @ @] A | Dsearch GiFavortes Dreda B | Eh- Sl - 5 [ |
Address [ ] http:if172.18.7.9:2000/cgi-binflists?deny bt =] @ ks ”I

RedHat Prefect Management Tool
Access log Wehsite lists User list Manage lists Backup/Restore Other tools
Allow | Deny | Ignere | Temp list
Add/Remove entries from this list
wiy. anckinmobi.com check
wyw. playboy.com check
wuw. vha. premiumty. o, uk check
wuw. woodent looringsales. com check
wuw. woodentlooringsales. co.uk check
Type the new entry into the box then click the Add or Remove button

& Add C Remove Update
index
| @] htep:ff172.18.7.9: 2000 /e binflists7deny2 || [ |8 ocalintranet .

Adding websites is achieved by typing the website name (eg www.bbc.co.uk)
into the box at the bottom of the page, clicking the add button and clicking on
Update list.

There are also options for deleting pages from the lists.
Note that only website names (not page names or resource names) should
be put into the allow and deny lists: so www.bbc.co.uk is acceptable, but

www.bbc.co.uk/education is not.

IP addresses of servers can also be placed in the allow and deny lists. These
will take the form 123.45.67.89.

Parent domains will block child domains (eg smile.com and www.smile.com)
by entering .smile.com as the domain. (Note the leading full stop)

Updates that you make to the allow and deny lists may not be implemented
until the service is next restarted. Turn to page 11 to see how to do this.
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Adding Users

[ EMU Prefect Management Tools - Microsolt Intemet Explorer
Fie Edt View Go Favoites Help

Full Internet access is & = 0 A @ & £ B O ‘.
. | Back  Faryan ©  Stop  Refresh Home Seaich Fawoites  Print Font Mail Edit
achieved by paSSWOFd | Bdcress [re./164.1.0.1/manage/indew himl =
aUthentlcatlon' It IS . mu Prefect User/Password List
recommended that this ! _
Existing users:
be reserved for staff cces log

username

users. The security of the | e
system is achieved by
restricting student access
to the websites in the
allow list. Wi

Other tools

Allow list

Deny list

Enter a user name m the box below then chck the Add or Remove button.

New staff usernames and | ciwe  Gersme] | & 4dd O Remove

passwords can easily be e e |

added. Type in the user | =
name and password for tan| 300y Do, | My Conpie | ol [[5EMU et 23 rbos - | GmE e
your new user, and click on the update list button. The username and

password that you use only works on the Internet proxy list: it does not need

to match any other passwords that you use, nor does it change with them.

If users lose their password, you can reset them by adding the user again, ie
type in their details. The system will replace the existing user details with
those entered.

Note that any update will not be activated until the proxy server is next
rebooted.

More important note: once authenticated, the system assumes that the user
is authenticated for all subsequent requests: the user has full Internet access
to everything except the deny list. If staff get into the habit of typing in their
user name and password to help a student to view a (legitimate) website, and
then move on to work with another user, that student is able to browse without
being challenged. The session will only be closed when all open Internet
Explorer windows are closed. Staff should be advised to watch over any
authenticated workstations until the session is closed. Staff should never
divulge their username and password to any students.
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Using the Access log to modify the Allow/deny lists

While your users have been browsing, the websites they have visited are
being compiled into the access log. This can then be compared against the
allow and deny lists to give a list of websites that people need to go to, but
have to authenticate themselves for. There are buttons on the allow list, deny
list and access log pages to link the access log, allow and deny lists for ease
of updating.

Choose Manage lists on the toolbar, or follow the Allow/deny sites link from
the Access log page, or the Modify from access log buttons from the allow and
deny pages.

[ EMU Prefect Management Tools - Microsoft Internet Explorer [_[E]=]
File Edt View Go Favortss Help
== @ [ o @ - 8 A 8- FH
| Back Fonward  Stop Refiesh  Home  Search Faworites  Print Font bdail Edit
| Addiess [rtp: /164,015 manageindex. il H)
_cmu Update Access/Deny files from Prefect Access Log
These websites are in your access log but are not in the allow or deny lists.
Access log Simply click on the check boxes by each website to add it to one of the lists.
Then go to the update button at the bottom of the page
Proxy log i
‘www.angliacampus com !Che:k ‘a].low - ‘deny O ineeds pw T
[
llalilie ‘www.bbc co.uk | Check ‘ allow [~ ‘ deny [ Hneeds pw
Deny list
— | Choose website(s) to add then click here: ~ Update
User list
Other tools
Caldera
Intranet
[ i
R start| JCAMy Docum..| EbMy Computer | [ Microsolt Wor. |[[37 EMU Prefe... | 2qInbox - icras. R

To allow the website, click the allow button. To deny access, click deny. There
may be some websites that you want staff to be able to access, but not
students. Click the needs pw button for these sites.

When you have finished, click the update button. Note that updates will not be
implemented until the proxy server is next rebooted.

Important note: Some websites (such as Geocities.com) contain valid
educational material, but also have areas of inappropriate material. It may be
sensible to leave such websites in the third category where access requires a
password., and obtain their resources only as a supervised activity.
Alternatively, a blanket deny stops the risk of students “hacking” their way to
such sites.
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Backing up and restoring your lists

3 EMU Prefect Management Tools - Microsoft Internet Explorer [_[2]x]
J File  Edt Yew Go Favortes Help |n
@ L. 0. Q@ 9 & a = o3 ¥ O B 39 F#
Back Fomyard! Stop Refresh Horne: Search  Favoites  History  Channels | Fullscreen Mail Frint. Edit
| Address |@ hitp: #/prefect/manage-index htrl 2| |J Lirks [_]Otherlinks & Hotmail  @]"ahool UK & Ireland
mu Backup and restore allow, deny and userpass lists
P E i
Access log
el Extract existing files from Prefect
Allowy list (files downloaded from Prefect in .zip format: You will need wingip to wiew)
Deny list
0 o TUpload new files to proxy server
SRR file must be .txt
el This fanction may not werk with M5 IE3. (If you have IE4+ you will have a browse buttor)
Hackup files Bl e l— R
Cither toals File is: & Allow ¢ Dieny € Tserpass
Intranet Unload
Home Page
Proxy server must be rebooted to activate changes
|€| Done [ l_ l_ l_ [% Local intranst 20ne
;ﬁsnanl T Microsft Ward - Using an ||@EMU Prefect Manage.... |‘§§f®‘l 2333

Backing up involves taking a copy of your files from the proxy server to
another computer. The management system allows this, and compresses the
files into a .zip file to make transport easier.

If you want to view the contents of the .zip file you will need an unzip program
such as winzip. There is an evaluation copy of winzip on the download page if
you need it.

Uploading (the opposite of backing up) can only be carried out if you have
IE3.02 with upload support, or IE4 or IE5 (or Netscape Navigator). Earlier
copies of MS IE do not have the required code to allow file uploading.

To upload a stored or modified file onto your system, first locate the file, then
click the browse button on the backup/restore page, allowing you to browse
for the file. Uploaded files need to be named allow.txt, deny.txt or
userpass.txt. All other names will be rejected. As an added precaution you
must check the appropriate radio button (allow, deny, userpass) to confirm
what is being uploaded. This should prevent deny lists being uploaded as
allow lists and so on.
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Other functions

/2 EMU Prefect Management Tools - Microsoft Internet Explorer [_ =] x]
J Fie Edt Miew Go Favoites Help |u
& -0 L@ [0 A 8 @ R H B 59 F
Back Fonyend Stop Fiefresh Horme Search  Favortes  History  Channels | Fullscreen b il Frirt Edit
] Address I@ http: //prefect/manage/indesx. himl Li | ] Links [_] Other lirks Bj Huatmail ijahoo! LK. & lieland
.
mU Other functions
LRk S TSI sboge
Flush Access log
Access log
Allow list Flush Prosy leg
Deny list Reset allow list to EWT default
Manzge ists Reset deny list to EMT default
User list

Reset user’pass hst to EMIT default
Backup files
View proxy log

Change manager password

Intranet

Home Page Reboot proxy server

Shutdown proxy server

|€| Done | ’_ ’_ ’_ [ Local intranet zone
i || SlaIlI T Microsoft Word - Using an... ”@EMU Prefect Manage... |@@l 2342

e Flush access log: after prompting for confirmation, the access log is
cleared (you did back it up, didn’t you?) The proxy server reboots
immediately to ensure that it isn’t running without an access log.

e Flush proxy log: the proxy log is a tool for Keith and Roy to use.

e Reset allow/deny/password lists: these links allow you to restore your
system in the event of a catastrophic loss of data in the middle of an
editing session. It is sensible to back up your data sets before starting to
edit them.

e View proxy log: the proxy log is a very boring tool for Keith and Roy to use.

e Change manager password: this is the Prefect_Management password
that you used on page 5. You can change the password, but currently not
the username. Try to keep both secret.

e Reboot proxy server: (favourite tool of the couch potato) a link to use if the
server needs rebooting, eg after editing the allow or deny lists, without
having to get up out of that comfortable armchair and walk over to the
proxy server keyboard.

e Shutdown proxy server: essential if the server has to go off at any time. On
older machines you will also need to turn it off after a minute or two. You
should never turn the proxy server off without first clicking the shutdown
link.
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Department of Education and Community Services
Sandwell Metropolitan Borough Council

Training and Development Centre
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